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(10) Service provider means a person
that provides a service directly to the
financial institution or creditor.

(c) Periodic Identification of Covered
Accounts. Each financial institution or
creditor must periodically determine
whether it offers or maintains covered
accounts. As a part of this determina-
tion, a financial institution or creditor
must conduct a risk assessment to de-
termine whether it offers or maintains
covered accounts described in para-
graph (b)(3)(ii) of this section, taking
into consideration:

(1) The methods it provides to open
its accounts;

(2) The methods it provides to access
its accounts; and

(3) Its previous experiences with iden-
tity theft.

(d) Establishment of an Identity Theft
Prevention Program—(1) Program require-
ment. Each financial institution or
creditor that offers or maintains one or
more covered accounts must develop
and implement a written Identity
Theft Prevention Program (Program)
that is designed to detect, prevent, and
mitigate identity theft in connection
with the opening of a covered account
or any existing covered account. The
Program must be appropriate to the
size and complexity of the financial in-
stitution or creditor and the nature
and scope of its activities.

(2) Elements of the Program. The Pro-
gram must include reasonable policies
and procedures to:

(i) Identify relevant Red Flags for the
covered accounts that the financial in-
stitution or creditor offers or main-
tains, and incorporate those Red Flags
into its Program;

(ii) Detect Red Flags that have been
incorporated into the Program of the
financial institution or creditor;

(iii) Respond appropriately to any
Red Flags that are detected pursuant
to paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft;
and

(iv) Ensure the Program (including
the Red Flags determined to be rel-
evant) is updated periodically, to re-
flect changes in risks to customers and
to the safety and soundness of the fi-
nancial institution or creditor from
identity theft.
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(e) Administration of the Program.
Each financial institution or creditor
that is required to implement a Pro-
gram must provide for the continued
administration of the Program and
must:

(1) Obtain approval of the initial
written Program from either its board
of directors or an appropriate com-
mittee of the board of directors;

(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and ad-
ministration of the Program;

(3) Train staff, as necessary, to effec-
tively implement the Program; and

(4) Exercise appropriate and effective
oversight of service provider arrange-
ments.

(f) Guidelines. Each financial institu-
tion or creditor that is required to im-
plement a Program must consider the
guidelines in appendix J of this part
and include in its Program those guide-
lines that are appropriate.

[Reg. V, 72 FR 63758, Nov. 9, 2007, as amended
at 74 FR 22642, May 14, 2009]

§222.91 Duties of card issuers regard-
ing changes of address.

(a) Scope. This section applies to a
person described in §222.90(a) that
issues a debit or credit card (card
issuer).

(b) Definitions. For purposes of this
section:

(1) Cardholder means a consumer who
has been issued a credit or debit card.

(2) Clear and conspicuous means rea-
sonably understandable and designed
to call attention to the nature and sig-
nificance of the information presented.

(c) Address validation requirements. A
card issuer must establish and imple-
ment reasonable policies and proce-
dures to assess the validity of a change
of address if it receives notification of
a change of address for a consumer’s
debit or credit card account and, with-
in a short period of time afterwards
(during at least the first 30 days after
it receives such notification), the card
issuer receives a request for an addi-
tional or replacement card for the
same account. Under these cir-
cumstances, the card issuer may not
issue an additional or replacement
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card, until, in accordance with its rea-
sonable policies and procedures and for
the purpose of assessing the validity of
the change of address, the card issuer:

(1)(i) Notifies the cardholder of the
request:

(A) At the cardholder’s former ad-
dress; or

(B) By any other means of commu-
nication that the card issuer and the
cardholder have previously agreed to
use; and

(ii) Provides to the cardholder a rea-
sonable means of promptly reporting
incorrect address changes; or

(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§222.90 of this part.

(d) Alternative timing of address valida-
tion. A card issuer may satisfy the re-
quirements of paragraph (c) of this sec-
tion if it validates an address pursuant
to the methods in paragraph (c)(1) or
(c)(2) of this section when it receives an
address change notification, before it
receives a request for an additional or
replacement card.

(e) Form of notice. Any written or
electronic notice that the card issuer
provides under this paragraph must be
clear and conspicuous and provided
separately from its regular correspond-
ence with the cardholder.

APPENDIX A TO PART 222 [RESERVED]

APPENDIX B TO PART 222—MODEL NoO-
TICES OF FURNISHING NEGATIVE IN-
FORMATION

a. Although use of the model notices is not
required, a financial institution that is sub-
ject to section 623(a)(7) of the FCRA shall be
deemed to be in compliance with the notice
requirement in section 623(a)(7) of the FCRA
if the institution properly uses the model no-
tices in this appendix (as applicable).

b. A financial institution may use Model
Notice B-1 if the institution provides the no-
tice prior to furnishing negative information
to a nationwide consumer reporting agency.

c. A financial institution may use Model
Notice B-2 if the institution provides the no-
tice after furnishing negative information to
a nationwide consumer reporting agency.

d. Financial institutions may make certain
changes to the language or format of the
model notices without losing the safe harbor
from liability provided by the model notices.
The changes to the model notices may not be
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so extensive as to affect the substance, clar-
ity, or meaningful sequence of the language
in the model notices. Financial institutions
making such extensive revisions will lose the
safe harbor from liability that this appendix
provides. Acceptable changes include, for ex-
ample,

1. Rearranging the order of the references
to ‘“late payment(s),” or ‘‘missed pay-
ment(s)”’

2. Pluralizing the terms ‘“‘credit bureau,”
““credit report,”” and ‘“‘account’’

3. Specifying the particular type of ac-
count on which information may be fur-
nished, such as “‘credit card account”

4. Rearranging in Model Notice B-1 the
phrases ‘‘information about your account”
and ‘“‘to credit bureaus” such that it would
read ‘“We may report to credit bureaus infor-
mation about your account.”

Model Notice B-1

We may report information about your ac-
count to credit bureaus. Late payments,
missed payments, or other defaults on your
account may be reflected in your credit re-
port.

Model Notice B-2

We have told a credit bureau about a late
payment, missed payment or other default
on your account. This information may be
reflected in your credit report.

[69 FR 33285, June 15, 2004]

APPENDIX C TO PART 222—MODEL FORMS
FOR OPT-OUT NOTICES

a. Although use of the model forms is not
required, use of the model forms in this ap-
pendix (as applicable) complies with the re-
quirement in section 624 of the Act for clear,
conspicuous, and concise notices.

b. Certain changes may be made to the lan-
guage or format of the model forms without
losing the protection from liability afforded
by use of the model forms. These changes
may not be so extensive as to affect the sub-
stance, clarity, or meaningful sequence of
the language in the model forms. Persons
making such extensive revisions will lose the
safe harbor that this appendix provides. Ac-
ceptable changes include, for example:

1. Rearranging the order of the references
to ‘“‘your income,” ‘“‘your account history,”
and “‘your credit score.”’

2. Substituting other types of information
for “income,” ‘“‘account history,”” or ‘“‘credit
score” for accuracy, such as ‘“‘payment his-
tory,” ‘“‘credit history,” ‘‘payoff status,” or
““claims history.”

3. Substituting a clearer and more accu-
rate description of the affiliates providing or
covered by the notice for phrases such as
“the [ABC] group of companies,” including
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